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Social Science
Relationships among individuals within a society



Social Science
Relationships among individuals within a society

+ PRIVACY





IRIS

• Institute for Research on Innovation and Science
• Consortium of major research universities
• Founded in 2015
• Located at University of Michigan

Understand, explain, and improve
the public value of academic research



Funded Academic Research
• 2015 in US: $214 were invested in academic 

research for every man, woman, and child

• Goal: develop human knowledge and improve 
quality of life and well being

• How well do we understand, explain, and 
improve those effects?

• IRIS provides high quality, trusted, secure data to 
answer this questions



IRIS Data
• IRIS collects from the member universities:

• Process the data
– Fill missing records, ensure consistent terms, 

add crosswalks
• Produce secondary de-identified data

– Remove Personally Identifiable Information (PII)
– Personal name, date of birth, university name…

• Partners with US Census 
– Statistics on people
– Employment records
– Vendor characteristics

Financial data Personal administrative data
Scientific investments
Federal awards and subawards transactions

Vendors



IRIS First Data Release
• 19 universities

– $11B in 2014 federal R&D (16% of total)
• Transaction level data 

– 162,694 federal and non-federal sponsored projects
– 333,565 individuals 

• 28,641 Post-Docs
• 76,295 Grad Students
• 87,195 Undergrads

– $18.1B in vendor spending to ~81,000 establishments
– $6B in subcontracts to other performers

• Links to abstracts etc for federal awards (NIH, NSF, USDA)
• Individual level links to dissertation information
• Title 13 crosswalks to LEHD, LBD, ACS, Decennial Census 

(available only through the FSRDC system)



Research on IRIS Data



The System Today
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Accessing IRIS Data
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IRIS Data Use Agreement

Lawyer-based security



Accessing Census Data
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Census data is protected by 
Title 13

29 FSRDC (Federal Statistical 
Research Data Centers)



• Pros:
– It works!

• Cons:
– Data is visible to users

– A lot of bureaucracy

– Manual verification of the output

– Data visible to IRIS

The System Today



Evolution of Modern Crypto
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MPC/FHE



Phase 1 – Encrypted DB
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• Pros:
– Data is hidden from users

– Less bureaucracy

– Control over the leakage 

• Cons:
– Increased runtime

– Manual verification of the output

– Data visible to IRIS

Phase 1 – Encrypted DB



• Regression analysis
– OLS regression
– Logistic regression
– Poisson regression
– Probit regression
– Negative binomial regression

• Gradient descent
– Iterative optimization algorithm to find local miminum

• Implemented using the PALISADE FHE library

Proof of Concept
Research question: explain the size, composition, and level 

of student participation of grant funded research teams



Concrete Queries
1) Percentage of students funded on grant 

Computed using OLS regression

2) Student participation (at least one student paid on the grant)
Computed using Logistic regression

3) Project size (number of total people employed by a grant)
Computed using Poisson regression



Runtime 
Two test databases
• 10,000 records, 11 properties

– ~23 seconds per iteration

10,000
# iterations Total time 

(sec)
OLS 2 46
Logistic 8 185
Poisson 11 250



Runtime 
Two test databases
• 10,000 records, 11 properties

– ~23 seconds per iteration

• 50,000 records, 14 properties
– ~80 seconds per iteration

• 7 digits of precision

10,000 50,000
# iterations Total time 

(sec)
# iterations Total time 

(sec)
OLS 2 46 2 160
Logistic 8 185 9 720
Poisson 11 250 13 1040





Phase 2 – Distributed Key
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Phase 4 – Secure Data Process
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Summary

• Protect IRIS data using FHE & MPC 

• Better privacy – more data contributors

• Less bureaucracy – more researchers

• Conduct real social science research 
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